Data encryptions techniques for electronic health record exchange.
Simulation approaches on data encryption techniques to improve health care decision making processes are presented in this paper. Database-as-a-Service model (DAS) was utilised to employ the databases and related records for the scenarios selected. Data that was used for the simulation process ranged from 10,000 to 2 million records. When the bucket indexing model incorporated partitioning fields and bloom filters in a Singleton design pattern, it effectively provided faster responses in the range query. The results showed that query response time in the bucket indexing model is approximately 3.32 times faster than the normal range query response time in the encrypted database.